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AI Machine Learning

ANOMALY DETECTION

THEORY



AI Machine Learning: types anduse
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AI Unsupervisedlearning

ÅUnsupervised learning is a type of machine learning that looks 
for previously undetected patterns in a data set with no pre-
existing labels and with a minimum of human supervision. 

Åunsupervised learning allows for modeling of probability 
densities over inputs.

Å(In contrast to supervised learning that usually makes use of 
human-labeled data)

ÅIt forms one of the three main categories of machine learning, 
along with supervised and reinforcement learning.
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https://en.wikipedia.org/wiki/Machine_learning
https://en.wikipedia.org/wiki/Probability_density_function
https://en.wikipedia.org/wiki/Supervised_learning
https://en.wikipedia.org/wiki/Reinforcement_learning


AI Autoencoder

ÅAn autoencoder is a type of artificial neural network used to learn efficient 
data codings in an unsupervised manner.

ÅThe aim of an autoencoder is to learn a representation (encoding) for a set 
of data, by training the network to ignore signal ñnoiseò. 

ÅAlong with the reduction side, a reconstructing side is learnt, where the 
autoencoder tries to generate from the reduced encoding a representation 
as close as possible to its original input, hence its name. 
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https://en.wikipedia.org/wiki/Artificial_neural_network
https://en.wikipedia.org/wiki/Feature_learning
https://en.wikipedia.org/wiki/Unsupervised_learning
https://en.wikipedia.org/wiki/Feature_learning


AI AnomalyDetection

ÅBy learning to replicate the most salient features in the training data under some of the 
constraints, the model is encouraged to learn how to precisely reproduce the most 
frequent characteristics of the observations.

ÅWhen facing anomalies, the model should worsen its reconstruction performance.

ÅOnly data with normal instances (*) are used to train the autoencoder; in others, the 
frequency of anomalies is so small compared to the whole population of observations, 
that its contribution to the representation learnt by the model could be ignored. 

ÅAfter training, the autoencoder will reconstruct normal data very well, while failing to do so 
with anomaly data which the autoencoder has not encountered. Reconstruction error of a 
data point, which is the error between the original data point and its low dimensional 
reconstruction, is used as an anomaly score to detect anomalies.

Å(*) normalinstances: vibrationdata from all relevant speeds, loads, temperatures, etc. and
behaviourfrom the machine, pump, motor, etc.
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AI Machine Learning

IQUNET ANOMALY MONITORING SERVICE



ConditionMonitoring Architecture

Å Localsensor network at SubGHzfrquency
Å Free ISM band at 868Mhz or 915Mhz center frequencyςworldwide use

Å Ethernet network or WiFinetwork at 2,4GHz or 5GHz free frequency
Å Includinglocalhotspot access point (peer to peer with mobile phone,etc)

25m (up to 50m)** 25m (up to 50m)**

**  Wireless reachdependingon plant topology

Å Edgecomputer, localstorage (no cloud!)
ÅOPC UA embeddedserver, free data
Å Connectivity: WebRTC, VPN (Hamachi; Wireguard), iQunet CloudLink
ÅMultiple Dashboards
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iQunet 
Machine Learning 
Computer

Å Free Embedded Software
ÅOnetime transfer of historicaldata ǎŜǘ όάŜǉǳƛǇƳŜƴǘ ŦƻƻǘǇǊƛƴǘέύ
ÅML Model transferredandstoredback in iQunetEdgeserver 
Å Continuousreal time processedEdgeAnomalyMonitoring

AI AnomalyMonitoring Service*

Wireless Sensor Network

iQunetEdgeServer

(* optional service: AI modelsare licenced)

Network options
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AnomalyScore 
(predictederror; seeverticalax)

ListedRelevant Anomaly
Scores per measurement

AnomalyMonitor Dashboard

Quickreferenceto related
Å Time series
Å FFT
Å 3Dgraphs



10

Model information

Training information

Run time information

AnomalyMonitor Dashboard
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Fastraising
anomalytrend ! 

(althoughno change in RMS !) 

AnomalyScore (Predicted
Error) raisingper hour due
to bearingfailure (stage 8)

iQunetAnomalyMonitor Dashboard

Imbalance+ bearing
failure 

(scratch outer ring)



ConditionMonitoring with AI

ConditionMonitoring on conveyors

(International Airport)

Å Wireless Vibrationmonitoring (motor + gearbox+ chain )
Å Wireless Currentwaveformmonitoring ςMCSA (Var. Speed Drives)

Customer UseCase
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Sensor Base Station

iQunet EdgeServer

Wireless Bridge (CurrentClamps)

Wireless Setup
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Impact detected(earlywarning)
Å Recommendedactions:

- Check chain links
- Check sprocketteeth
- Lubricateandcheck change

Å Follow behaviourto exclude
gearboxinsideteeth damage

Å Follow up anomalytrend graphs

Vibration Monitoring
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Motor Current[A] harmonicsdetected
Å Recommendedactions:

- Follow up anomalytrend in time
- Follow up harmonicsin freq. domain
- If quicksustainableincrease, prepare

for motor repair

L2

Wireless Motor CurrentMonitoring
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