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A. Login procedure iQunet sensor network

The procedure below describes how to connect to the iQunet sensor network via WebRTC. Check section 5 for other
connection possibilities.

1. Install a browser which is supporting WebRTC
iQunet strongly advises to use the Google Chrome browser.

Note: Microsoft will not develop WebRTC for Internet Explorer. Microsoft Edge is WebRTC compatible since it is re-
based on Chromium (released January 2020).

WebRTC is an open framework for the web that enables Real Time Communication in the browser. It includes the
fundamental building blocks for high quality communications on the web, such as network, audio and video
components used in voice and video chat applications. The WebRTC effort is being standardized on an API level at the
W3C and at the protocol level at the IETF.

2. Surf to: connect.iqunet.com

3. Login with your Google account or create a new account using your email address.

This identification is to verify you are not a web robot. Once logged in, you will not be prompted anymore.

IJunPt @ odlogin £ O Login

IJunet:

Sign In with your social account Sign in with your email and password

bC ) Continue with Google Email

We won't post to any of your accounts without asking first
Password

Forgot your password?

Need an account? Sign up
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4. Click on “Add Server Node”.

iQunet:

Remote Connect

+
AR
=

Add Server Node

5. Enter the Sensor Proxy ID (server-xxxxxxxx) and provide an alias name for the server. Click “Save”. The Sensor
Proxy ID is provided by iQunet.

amn Add Your Server

Server-x0000000 or UUIDv4

server-

Alias Name

test server

Description

Cancel

iQunet | Broekstraat 82, B-9220 Hamme, Belgium | T +32 52 86 00 25 | info@iqunet.com page 3/57

Subject to reasonable modifications due to technical advances


mailto:info@iqunet.com

D1040-en-CUST

s ® DVDB-210111
I l I r l e <iQunet 1.4.x Software User Manual-D1040-en-CUST-210111>
®

USER MANUAL

6. Click on the created server node to open the iQunet Sensor Dashboard.

iJunet:

nnect

test server

- Server-

O Noinfo

+
AR
=

Add Server Node

7. You are now connected to the iQunet Sensor Dashboard.

iCunet’ eeocovekE

last updated 18;

Sensor Dashboard server-
CONNECTED DEVICES SENSOR STATUS
#* BS- Mono Hydro -
e Pump -Ipct active Network Interface
timi iun
&5 Signal Strength: -85dBm  [4/5] |
Wired
MAC Address - 75:221ee2
WiFi
PAN Address:  192.172.1.0 Ping
&
e PAN Subnst:  192172.0.0/24 Setup.
Q
Clock Last Seen : Thu jun 04 2020 10:52:58 GMT+0200
i . :
ot ystem Information
2] Firmware:  ECF690C9 Refresh
Expon
: ACTIVE DEVICES
b Hardware ©  SERN-322-9953 Reboot
Al
SCHEDULE @ Active Temperature
water pump - base- p—— =
NETWORK ACTIVITY Fower: 324V [100%] i View
10:51:58,805 > [1.142] P2p download request

Fset:6852 chunks:1s)
g --5 [1.142] scheduled P2p

P2p doanload request
Scheduled P2P

72 --» [1.123] P2p download request
seeE chunks:1)
-669 --5 [1.142] Scheduled P2P

--» [1.143] P2P download request
& chunks:1)
--5 [1.143] Scheduled vibration

vibration capture
1 .
Incoming IC
] Incoming vibration
255 50 22 ee 20 2o
-- [1.128] Incoming TeHP

- [1.2] Incoming ICMP

--s [1.e] Scheduled core status

request.

Version 1.4.4 - build 17-5-2020 - shal b2fd5daa
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B.iQunet Web GUI: Quick Start Guide

1. General

=

General
information
pane

Device pane: list
of devices
connected to
the Base
Station.
Connected
devices can
become active
or queued.

Network activity
pane: this pane
shows scrolling
logs of sensor
activity
messages (sent
and received
messages per
sensor).
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Sensor Dashboard

CONNECTED DEVICES

BS- Mono Hydro
Pump -1pct active

time -Belgium

nbox - IP67 -

Slica:dlice
,:‘\.\ server-Temp
water pump - pump hiz9rbiEs
oM house
water pump - pump B
&9 house 2
er pump - base- atiauefis
oM frame
ACTIVE DEVICES
SCHEDULE @ Active
=
water pump - base- -
NETWORK ACTIVITY
18:51:58.828 --» [1.143] P2P downlcad reguest -

{offset:6852 chunks:18)

18:52:81.441 --5 [1.143] Scheduled P2P
request.

18:52:81.441 --» [1.143] P2P downlcad request
{offset:4238 chunks:2)

18:52:83.871 --s [1.143] Scheduled P2P
request.

18:52:83.872 --» [1.143] P2P downlcad reguest
{offset:5A88 chunks:1)

18:52:84.668 --s5 [1.143] Scheduled P2P
request.

18:52:84.663 --» [1.143] P2P downlcad reguest
{offset:5538 chunks:1)

18:52:84.881 --s [1.143] Scheduled vibration
request.

18:52:96.248 --» [1.123] vibrztion capture
requast (rate=15, range-e, logan=13}.
18:52:19.911 <-- [1.1241] Incoming ICHP
18:52:34,682 «<-- [1.123] Incoming vibrztion.
LEVEL = 255 255 255 255 255 SE 2@ 22 00 2
18 9.148 <-- [1.128] Incoming LCMP
18:52:58.7687 <-- [1.2] Incoming ICMP
18:53:01.233 --5 [1.8] Scheduled cere status
request.

© 2020 iQunet by
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server-

SENSOR STATUS

Network Interface

Signal Strength: -85 dam  [4/5] .

MAC Address - 75:aZllee2
PAN Address: 19217210
PAN Subnet: 192.172.0.0/24

@ e 06
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w P

last updated 1@:53:00

Ping

Setup...

Last Seen : ThuJun 04 202010:52:58 GMT+0200

System Information

Firmware :  ECF&6%0C9

Hardware: SERN-322-9953
Temperature :

Power: 3.24v [100%]

Refresh

Reboot

il View

WVersion 1.4.4 - build 17-5-2020

Sensor status
pane: this
dynamic pane
shows sensor
status and device

depending
information and
settings.
- shal b2fd5daa
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1.1. General information pane

ILlunet” @0 0oOvE

last updated @9:47:31

Sensor Dashboard server-

Connection status to the Connected server Time stamp of last screen
iQunet Server from sensor refresh

network.

Green: connected

Red: connection lost

Grey: connecting

1.2. Device pane
CONNECTED DEVICES

BS- Mono Hydro Fiazlewl &
Fump -pct active

=

e time -Belgium

Devices connected to
the Base Station. Once
seen by the Base
Station, the list remains
intact until the device is
deleted. Devices losing
contact with the Base
Station will show no water pump - pump R
updated network status M house o
(see Sensor Status

pane) but remain linked water pump - pump R
with the Base Station M house 2 T
(and remain in the list).

n box - IPS7 - Sicaliee
oM server-Temp

Toggle for pausing or
activating the complete
queued devices list.

water pump - base- S
5 frame

Active Devices list: this
list is showing the
devices currently
measuring and
sending data to the
OPC.

Queued Devices list:
this list is showing the
devices from the
connected devices list
currently selected for
measuring and sending
data on preset time
intervals.
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ACTIVE DEVICES

SCHEDULE

water numn - hase-

D Active
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Paused: click to activate
the complete queued
list

Activated: click to
pause the complete
queued list
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1.2.1. Device pane icons (as from version 1.4.15)

From software version 1.4.15 on, the icons in front of the sensor name provide you with more information regarding
the sensor status.

Icon Explanation

N The sensor is active (normal sensor operation).

The sensor is last seen more than 10 minutes ago by the iQunet Server.

B pending The connection of the sensor to the iQunet Server is pending. The sensor has been seen by
the Base Station/Repeater connected to the Server but has not been assigned yet. By
(re)naming the sensor (see section 2.1 for instructions), the sensor will become connected
to the Base Station/Repeater.
If the sensor connection is still pending after 10 minutes, the sensor will be rebooted so it
can reconnect itself to its original Base Station/Repeater and corresponding Server where it
received a name previously.

nding The connection of the sensor to the iQunet Server is pending. The sensor has been seen by
the Base Station/Repeater connected to the Server but the sensor itself is not active
anymore (last seen more than 10 minutes ago). The sensor can be deleted from the
“Connected Devices” list if it is not relevant anymore (see section 2.2).

% The subnet of the Base Station has been changed (see section 3.2) and therefore the

sensor is now registered in another subnet.

g~}
lie)

Remark: it can be necessary to refresh the Sensor Dashboard to see the latest sensor status (blue, grey...).

1.2.2. Device pane sensor ordering (as from version 1.4.15)

From software version 1.4.15 on, the sensors are listed in the following order in the device pane (inside the different
groups the sensors are sorted according to sensor mac ID number (00:00:00:00 to ff:ff:ff:ff)):

—» Namedsensors ;
L+ pen 1 |
S Sensorsregisteredinadifferent subnet
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1.3. Network activity pane

NETWORK ACTIVITY

This pane shows 15:@88:51.554 <-- [1.143] Incoming ICHP
scrolling logs of sensor 15:@0:58.287 <-- [1.148] Incoming ICMP
network messages. 15:81:11.241 <-- [1.142] Incoming ICMP

15:81:19.419 <-- [1.143] Incoming ICMP
“<- -“: incoming 15:@2:88.357 <-- [1.142] Incoming ICHMP

15:82:81.968 <-- [1.143] Incoming ICMP
messages from 15:82:14.83%9 <-- [1.142] Incoming ICMP
connected sensor 15:03:02.447 <-- [1.148] Incoming ICHMP
devices (seen sensors) 15:@3:85.532 <-- [1.143] Incoming ICMP

15:83:18.497 <-- [1.142] Incoming ICMP
“-->": outgoing 15:@3:49.741 --= [1.148] Scheduled core status
messages to the sensor request.

15:83:53.536 --s5 [1.14@] Scheduled vibration
request.

devices (will be
received as soon as
sensor is awake)

2. General functionality

2.1. Renaming a device

By pressing the icon, a The devices MAC address
popup appears. The cannot be altered and

device can be renamed. remains unique.

Device

Edit Device Tag

Tag for [2f:d7:25:8d]

Devicel

Rename Cancel

2.2. Deleting a device
ing VI When deleted, the device

will be removed from the
sensor list. As soon as the
battery is activated in the

By pressing the icon, a
popup appears. The
device can be deleted by

L " device, the device pops
renaming it to “delete”. Edit Device Tag up again in the list and is

automatically connected
Tag for [2f:d7:25:8d] to the closest Base

Station in the field when

delete )
. in reach.
Rename Cancel
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2.3. Relaying a device via a Repeater or an Actuator

D1040-en-CUST
DVDB-210111

<iQunet 1.4.x Software User Manual-D1040-en-CUST-210111>

Remark: iQunet recommends not to use the relaying with the VIA keyword but rather let the sensors decide
automatically for themselves to which Base Station or Repeater they want to connect in function of the signal

strength.

To relay sensors via a
Repeater or Actuator,
simply rename the
Repeater or Actuator and
start the name with
“RPT”. The name of the
Repeater or Actuator may

NOT contain spaces.

By clicking on each device,
check if each Repeater or
Actuator has received a
new subnet like
“192.168.2.xxx",
“192.168.3.xxx”, etc. In
this example, sensor
68:90:43:13 is fixed
relayed via Actuator “RPT
actuatorl” under the
subnet “192.168.2".

= R
mim Base Station 82:69:70:90

> .:}'\‘ RPT actuatorl 14:b3:4bicL

() RPT actuatorl 14:03:4b:c1

System Information

vibration VIA
actuatorl

Firmware : F9D87165

Hardware : SERN-322-9643

Network Interface

Signal Strength :
MAC Address :
PAN Address :

WakeUp Interval -

Last Seen :

-54dBm  [5/5] Tu
68:90:4313
192.168.2.140

60 sec hd

Mon Mar 04 2019 12:19:50 GMT+0100

iQunet | Broekstraat 82, B-9220 Hamme, Belgium | T +32 52 86 00 25 | info@iqunet.com
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Refresh

Reboot

Ping

To force the relay of a
sensor device via a
Repeater or Actuator,
type “VIA” after the
device name followed
by the Repeater or
Actuator name.

In the device pane
select each device
involved in the relaying
(Repeater, Actuator
and sensors), and press
“Reboot” for each of
them.
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3. Sensor status pane

3.1. Network interface pane sensors

Network Interface pane
is showing current
interface settings from

SENSOR STATUS

V

Network Interface

selected device.

Signal Strength - -93dBm  [2/5] .

MAC address: the
devices unique
number. This
number is
printed on the
device itself.

Signal strength: current MAC Address : 2f.d7:25:8d
wireless signal strength
between device and PAN Address - 1921681140 Ping
Base Station.
WakeUp Interval : | 60 sec =

When connected, the

Device wakeup

device receives a unique Last Seen : Fri Feb 02 201818:42:37 GMT+0100 interval: the
PAN address. This device will be in
address is used in the #2m Information iQunet sleep
network activity log. mode for the set
Ping to check network Firmware : 0407830E Refresh time. It will
activity. become active at
d Hardware : SERN-322-9943 Reboot the end of the
Sensors last network set time interval.
contact Temperature : 5.7 °C U view Change interval
by changing the
Power : 274V [83%] = View number.
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3.2. Network interface pane Base Station

Network Interface pane

is showing current

interface settings from

selected device.

When connected, the
device receives a unique

PAN address. This

address is used in the
network activity log.
Ping to check network

activity.

—/

Base Station’s last
network contact

SENSOR STATUS

D1040-en-CUST
DVDB-210111

<iQunet 1.4.x Software User Manual-D1040-en-CUST-210111>

Network Interface

Signal Strength
MAC Address

PAN Address

PAN Subnet

Last Seen

n Information

Firrmware

Hardware

©-N4dBm [0/5] T

: 82:e97b:90

© 192.168..0 Ping
- 192.168.0.0/24 Setup...

: Mon Mar 04 2019 11:10:22 GMT+0100

Temperature :

Power :

System Information

Firmwa
Hardwa

Temperatu

Power: 293V [B1%]

MAC address: the
devices unique
number. This
number is
printed on the
device itself.

When 2 servers
are using the
same PAN
subnet, you can
change the
subnet of the
Base Station.

. B3sBT9C Refresh
: SERN-322-9953 Reboot
3.25V [100%] W View

Edit PAN Subnet

Enter class C network:

Fill out a
different subnet
(e.g. 192.169.0.0)
and click Change.

|[EE.1BB. 0 . D|

The subnet mask has the following form:
2.g.192.168.00

Please note: The base station will restart
and registered devices will be disconnected.
You can revert to the original mask at a later
time to communicate with those devices.

re: B36B79C1 Refresh
re: SERN-322-9943

re: 18.5°C A View

Select each
device involved
in the relaying
and press Reboot
for each of them.
If sensors are
connected to the
wrong server,
you can reboot
them from the
other server or
reinsert the
batteries while
they are close to
the intended
server’s Base
Station.

@ View

Remark: a sensor can become “blacklisted” (see the Network Activity pane (section 1.3)) if the sensor
continuously jumps back and forth between two Base Stations (2 Base Stations have the same subnet). In this
case it is recommended to change the subnet of one of the Base Stations.
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3.3. System information pane battery-powered sensors

SENSOR STATUS

D1040-en-CUST
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Network Interface

Signal Strength

System Information pane
is showing the current
connected device
information.

~

Firmware: current
firmware version running
on selected sensor device.

Board Temperature of
the sensor device (when
available). Pressing
“View” will generate a
graph over time. Data
points correspond to
each System Information
inquiry by clicking on the
device in the device pane
on the left.

Temperature :

MAC Address :

PAN Address :

WakeUp Interval :

\ Last Seen:
System Information

Firmware :

Hardware :

Power :

- .93dBm [2/5] |,

2f:d7:25:8d

192.168.1140

60 sec ot

Fri Feb 02 2018 18:42:37 GMT+0100

0407830E

SERN-322-9943

57°C

274V [83%]

3.4. System information pane 24V Powered Vibration Sensor

Ping

Refresh
Reboot
1 view

= View

Current hardware
version of the
selected sensor
device. Pressing
“reboot” resets the
hardware. This is
equivalent to
removing and re-
installing batteries.

VA V4

Status of the
batteries, with
indication of
remaining charge of
the batteries.
Pressing “View” will
generate a graph
over time. Data
points correspond to
each System
Information inquiry
by clicking on the
device in the device
pane on the left.

The iQunet wireless 24V Powered Vibration Sensor is powered with a 24V power supply (6VDC-60VDC). The

sensor also has 1 standard coin cell on board acting as a backup during short power interruptions.

Firmware: current
firmware version running

Firmware :

Board Temperature of
the sensor device (when
available). Pressing
“View” will generate a
graph over time. Data
points correspond to
each System Information
inquiry by clicking on the
device in the device pane
on the left.

Hardware :

Temperature :

Power :

iQunet | Broekstraat 82, B-9220 Hamme, Belgium | T +32 52 86 00 25 | info@iqunet.com

95CT722F
SERN-322-9945
10.8°C

W 314y

®3.29v [100%]

Current hardware
version of the
selected sensor
device. Pressing
“reboot” resets the
hardware.

Subject to reasonable modifications due to technical advances

System Information
on selected sensor device. ;

Refresh
Reboot
W View

W View

Power status, with
indication of
remaining charge of
the back-up batterie.
Pressing “View” will
generate a graph
over time of the
battery voltage level
and the external
power supply level
(chip only measures
up to 3.3V). Data
points correspond to
each System
Information inquiry
by clicking on the
device in the device
pane on the left.
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3.5. Auto measurements pane

Select the queue interval
in the dial pane. First
select the hours by
dragging the clock pointer
over the desired number.
Then repeat this action
for selecting the minutes.

Auto Measurements

Queue Interval :

MEMS Vibration Setup

Rate: |3200Hz ~
Samples : ‘

Capture :
apture ‘ 00

23 b 13
Vibration D load

[hh:mm]

D1040-en-CUST
DVDB-210111
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A sensor device

Axis . | XYZ v

00:05 b .

10 2
O Prefetch: ‘ z =
219 ¢ 3 15 :
Download : | 8 4 ne ~
20 7 6 5 16
Analyse : ‘ 19 . 17 gStats

which is enabled for
Auto Measurement
will show this extra
pane. To start
gueuing the sensor
measurement, slide
the button to blue.
The queue interval
can now be set.

Auto Measurements -

Queue Interval :

CONNECTED DEVICES

water pump - pump
S house 2

water pump - base-
o frame

ACTIVE DEVICES

SCHEDULE

water pump - base-
(7 frame

Queued devices will now
appear in the “Queued
devices” list.

water pump - pump
17 house 2

nbox - IP&7 -

;i server-Temp

1
00:05 [hh:mm]

| @)

E=Elwtl =Hec]

adiad:enish

IMPORTANT: The total
queue list is started by
default. To stop the
process click the
“Active” button with
the pause icon. The
process queue will
become paused.

om%

ETA 1i:12:83

ETa 15:26:45

When scheduled at the
same time, devices will
remain queued in the
list until the active
device list is free to
host another device.
This way interference is
avoided in the radio
channels of the
wireless network.

iQunet | Broekstraat 82, B-9220 Hamme, Belgium | T +32 52 86 00 25 | info@iqunet.com
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CONNECTED DEVICES

pump house 2 ~

oM Device

beida:faiag
water pump - base- ediad:afish
SN frame
ACTIVE DEVICES The queue process is
paused. To reactivate
SCHEDULE © Paused the process, click the
water pump - base- e — “Paused” button with
i frame the play icon.
water pump - pump ETA 18:58:51
Ji house 2
in box - IP&7 - ETA 15:26:46
\ server-Temp
CONNECTED DEVICES
e s
water pump - pump J——
o house 2 e
water pump - base- ed:aaiafy
oM frame -
ACTIVE DEVICES
5\ Device 11381088
Within the set interval, SCHEDULE O Active
the device will become ater ;
water pump - base- T 118
active and appear under i frame
the active devices list. water pump - pump R

4 house 2

Remark: for the wireless 24V Powered Vibration Sensor and the MAD Vibration Sensor the set auto measurement
gueue interval is also the measurement interval since these sensors will capture vibration signals from the
moment a measurement is started until a new measurement is started. The 24V Powered Vibration Sensor is
supported in all software versions from 1.3.2 on and the MAD Vibration Sensor in all versions from 1.4.0.
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3.6. Sensor control pane

3.6.1. Hall Sensor control (Proximity Sensor)

Pane appears when
selecting a sensor device
with a Hall Sensor on
board.

The sensor device can be
triggered to start
measurements as soon as
the device is awake (see
wakeup interval). Clicking
“Force” starts the burst of
measurements. “Stop”
will interrupt the
measurements triggered
earlier.

Hall Sensor Control
Trigger Sensor Farce
Hall : 12.0

3.6.2. Tilt Sensor control (Inclination Sensor)

Pane appears when
selecting a sensor device
with a Tilt Sensor on
board.

Maximum allowed roll
before initiating an alarm.
If the set value is
surpassed, the connected
Actuator device will be
triggered.

Tilt Sensor Control

Guard Roll: | 50 deg

Burst Samples - | 255

Activity Level . | awake
Position:  PFitch 0
Trigger Sensor : Force

AL

The sensor device can be
triggered to start
measurements as soon as
the device is awake (see
wakeup interval). Clicking
“Force” starts the burst of
measurements. The
measurement will stop
after the chosen number
of burst samples.

-

27TV

Stop

il Wiew

Field values are combined
with the measuring
voltage at that time (for
calibration purposes). The
burst of measurements
can be viewed in a graph
by pressing “View”.

Select the
number of
samplesin a
measurement

| burst.

I

RollO

Required activity
level to wake up
L iew the sensor.

When active, Roll and
Pitch values are
visualized. The recorded
burst of measurements
can be viewed in a graph
by pressing “View”.
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3.6.2.1. Activation of the roll guard

The guard of the inclination roll parameter works instantaneously in combination with the Actuator. For
the Actuator to enter the standby mode for the roll guard, the Inclination Sensor needs to make a
measurement first (click “Force”). This is the same whether the Actuator works as a repeater or not.

To check this functionality, you can perform the following test (if possible, perform the test on a table
first).

Remark: make sure to perform this test only when the Actuator is connected to the mains otherwise the
UPS function will start working and the batteries will drain.

e Connect the Actuator to the mains with the USB charger. It is not necessary to insert the batteries.

e Place your multimeter in the outside front contact of the Actuator and measure the resistance. You
will detect a normal closed contact when the Actuator is on.

e Insert the batteries into the Inclination Sensor. The sensor will wake up (check the messages in the
network activity pane). The “device” will appear in the device list. Keep the sensor values as set
initially.

e Click “Force”. The Inclination Sensor will start measuring within 60 seconds (the wake-up interval as
set in the sensor information pane on the top). You can lower the wake-up interval setting but this is
not necessary since it will take some time before the sensor learns to wake up every 3 seconds
effectively for example.

e Make some roll and pitch movements with the Inclination Sensor. The sensor will show changing
values in the two “position” fields in the Sensor Dashboard. After measuring the set number of
samples (e.g. 32), the sensor has proven to be active and is now armed to guard the roll of the
sensor.

e Roll the sensor over the set guard roll angle (positive or negative). The message “actuator message
01” will appear in the network activity pane. The Actuator is then switching the contact to open (see
the readings on your multimeter).

e  Return the sensor to a safe position after 10 to 30 seconds. The sensor will send the “actuator
message 00” to inform the Actuator that everything is safe again. The Actuator contact will be closed
again.

The guard of the roll angle is always on, even if the Inclination Sensor looks asleep. There is no need to
trigger the sensor again. In this way there will be little use of the batteries.

Note that the Inclination Sensor is optimized to be mounted on vibration machinery. A minimum
vibration level is needed to keep the sensor awake internally. If the sensor doesn’t detect any vibration,
the machinery is assumed to be not active, and the sensor will go in ultra-deep sleep mode. As soon as
there is a minimum activity (see the set activity level), the sensor will switch on. Setting the activity level
to none will prevent the sensor from going to deep sleep mode. The sensor will then always be active,
even at night or when not in use. This will use unnecessary battery lifetime. The sensor batteries will
drain quickly in this case.

3.6.3. Temperature Logger

The Temperature Logger is a sensor that can operate away from the network. Once armed in the network,
the sensor can be triggered by vibrations to start the measurement, even when there is no network
connection. The measurements are logged on the sensor until the sensor comes back in the sensor network.
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The measurements are then downloaded to the OPC Server database. The measurements can be viewed in
the “Templogger Lab”.

Temp-Logger Setup Once started, the
status will show

Number of samples

during one record — Samples © 32 v Status: 0 “armed”.
— ~ +1 10 ~ Al=l - ' 4
REC starts the logger. . SHpmE @ REC NakeUp : | off The sensor is
woken up by the
Temp-Logger Download set vibration
threshold.
Download & Now Auto (
Select the desired
number of samples.
Sample rate is set
standard to 1,8Hz.
ab-Logger Setup
Samples: | 32 - Status: 0
Capture WakeUp : | off v
64
Download : | 254 Auto ( )
Progress - | 212 History D Log
1024
2048
4096
8192
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Samples : 32 - Status: 0
Capture @ REC WakeUp : | off
awake
Download 2 Now Auto: | 012G
Vibration
Progress History 0.25G
" threshold setup
0.50G
0.75G
1.00G
1.50G
2.00G
off
TEMPLOGGER LAB Close
Units : | degC - Waterfall
viewport: | 9€9C
HISTORIAN ¥ Past Later w»

All measurements
are stored in the
OPC historian and
can be viewed
individually or
compared to

Add

Remove others in the

all waterfall graph.

= Graphs can be
downloaded to
Google Sheets
and saved as Excel
sheets for quick
reference.
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3.6.4. Reed Sensor control (Proximity Switch Sensor)

Pane appears when
selecting a sensor device
with a Reed Sensor on
board.

Reed Sensor Control

>

The sensor device can be
triggered to start
measurements as soon as
the device is awake (see
wakeup interval). Clicking
“Force” starts the burst of
measurements. “Stop”
will interrupt the
measurements triggered
earlier.

Trigger Sensor : Force Stop
Count : eee1423e99 pulses (5 hours ago) i View
RPM : a736 (5 hours ago) 7 View

Revolutions per minute
value based on the count of

The number of
magnetic pulses
is counted
continuously.
When the sensor
is active, pulses
are shown in this
field. The

counts are shown
in a graph by
pressing “View”.

magnetic pulses. When the
sensor is active, rpm values
are shown in this field. The
rpm values are shown in a

3.6.5. Vibration Sensor control

graph by pressing “View”.

Pane appears when
selecting a sensor device
with an Acceleration

Sensor on board. /

Select the sampling rate.

Select 1, 2,0r3
measurement
axes in the
dropdown menu.

L

MEMS Vibration Setup

>

Rate: 3200Hz ~ Axis: | Z -

Samples: n=1024 ~ Limit: |16G E

Select the number of
samples.

& REC

Level : D

/ Capture -

By pressing “REC”, the
vibration measurement is
triggered with the set
parameters.

Check if vibration
level is high
enough for
download (see

/

section 3.6.5.3).

Select a number of
samples to make an
antecedent RMS
calculation for the
vibration measurements.

If the RMS value is below :

threshold, the full sensor 1

download is aborted (See Download : #— Threshold: {:'.Glg bt
3.6.5.3). /\

Select the desired
dynamic range of
the sensor in the
dropdown menu.
Check the RMS
values of the last
month in the
Statistics pane
(see section
3.6.5.2) to find
out which range
is best suited.
Keep the range as
low as possible
for optimal
accuracy.

Vibration Download

© Prefetch: |n=64 ~+ — Highpass: |OHz -

Progress of automatic
download

Select the high
pass cut off
frequency to
remove the DC
component and
the low
frequency noise
in the RMS signal.

A full measurement is See section
downloaded when the 3.6.5.3 for more
RMS is above threshold. information.
See section 3.6.5.3.
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3.6.5.1. Vibration Lab (vLab)

Vibration Lab pane shows
basic analysis of
measured vibration
signals.

Measurements saved in
the iQunet OPC historian.
Click on the date to see
the available
measurements.

Time Series box:
selecting 1 measurement
in this box will show the
respective time series
graph. Select multiple
time signals by dragging
the mouse pointer. Click
“Freq” to add the
selected measurements
to the box on the right.
When only 1
measurement is selected,
clicking “Freq” will
automatically show the
spectrum plot. Click
“Bulk” to add all
measurements to the box
on the right.

VIBRATION LAB

ACC/TIME

RMS Acceleration [g]

I
o
o
L

HISTORIAN

oz

o3

od
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EI Units

Units ;
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25
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TIME SERIES
+2208
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Bzea
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Thu Jun B84 2828

9
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Viewport :
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B Sheets

SPECTRUM

Thu, Jun 4, 2020 3:26 AM | axis: Z | rate: 3200Hz | range: £2G

.
wn

16

17

18
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Spectrum box: select
1 measurement to
show the spectrum
of this
measurement. Drag
over the list to select
multiple items for
removing them

back to the left box
(click “Time”). Click
“None” to remove
all measurements in
this box.
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“Units” tab

Select graph units: g or
mm/s.

EI Units

“6Hz” High Pass Filter tab

Select the high pass cut
off frequency to remove
the DC component and
the low frequency noise
in the RMS signal. See
section 3.6.5.3 for more
information.

'\ Units: | g = Viewport : Select predefined

viewport settings to alter
graph format.

El Units

1/f detrend :

1

Highpass : | 6Hz

“2D/3D” tab

Clicking on the “2D” icon
changes the graph view
from 2D to 3D. The graph
now shows the combined
spectrum of multiple
measurements from the
spectrum box in a
trending waterfall graph.
Clicking on the “3D” icon
changes the view back to
2D mode.

“1X” averaging tab

Enable/disable DFT
averaging and select the
number of averages. DFT
averaging will decrease
the noise level at the cost
of a loss in resolution.

Enable/disable 1/f flicker
noise detrending (only for
velocity spectra).

VIBRATION LAB

| Stats

Viewport :

B Sheets # Hide

VIBRATION LAB

DFT Averaging : | off A
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VIBRATION LAB
. . - . _ Y
“XYZ” view axis filter tab Hxyz  ElUnits  J/E6Hz
(as from version 1.4.15) View Aviis * [xyz -
Select the measurement ACC/TIME B Sheets # Hide
axis of which you want to Tue, Dec 22, 2020 9:18 AM | axis: X | rate: 3200Hz | range: £16G
see the measurements. 10
o 5
[
(=]
2
&
L)
o
(8]
L)
<
U’] —5
=
o
-10
0
HISTORIAN
05 12 . . (]
06 . (]
o7 . (]
01 08 . i
H o "
Selecting “XYZ” as the —T= ] 1
view axis will show all =1 o ]
measurements of the w u ] - ]
selected day. Selecting Oct-2020 Nov-2020 Dec-2020 Jan-202
“X” will only show the X
) TIME SERIES SPECTRUM
axis measurements and Tue Dec 22 2820 @7:59:11 "
Sim“arly for Selecting ”Y” Tue Dec 22 2220 @7:59:48 ) :req
Tue Dec 22 2828 &
or ”Z”. 2z £ Time -
Tue Dec 22 2828 @9

3.6.5.1.1.Invalid data detection (as from 1.4.15)

From software version 1.4.15 on, the Sensor Dashboard will provide a warning in the Vibration Lab
graph area instead of the plotted graph if the measurement you selected for plotting is not valid. The
most likely cause of this invalid data is a low battery level.

VIBRATION LAB
MaStats  WxXvZ ElUnits JE6H:z s 3D ¥ 1x -
WView Axis: | XYZ -
B Sheets # Hide

Mon, Jan 4, 2021 5:34 PM

Invalid sensor data detected.

Most likely cause: low battery (2.32V).
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3.6.5.2. Statistics pane

VIBRATION LAB

EI Units JE6Hz

Open the Statistics pane.

Units: |g - Viewport :

STATISTICS shows STATISTICS
the recorded RMS,

Kurtosis and MAD values
during a selected time
interval.

Select the RMS,
Kurtosis or MAD

Units: |g - Statistic: | RMS statistic

|

Remark: the MAD
B Sheets # Hide

“Units” tab statistic is only

available for the

Select the desired units: g B X[z MAD Vibration
Sensor.
or mm/s Y [g]
(acceleration/velocity). 0.8 n
. ‘ | ‘ ' ||| Select or unselect
A an axis by clicking
E
£j on the colored
0.4 square.
02
|
_._F:-. 3 Juns Jun 7 jung
2020
HISTORIAN 4 Past = | ater

02 09 16 23 30 05 13 W 7 04 11 18 25 .. 15 2 29
03 10 17 2 31 o7 14 21 28 05 12 19 26 .. i§ I3 30

4 11 1B 25 01 08 15 22 29 06 13 20 27 .. i7 24 L

SeIeCt a Start and end 0s 12 18 35 0z 08 16 Z3 30 07 14 21 28 . 11 1B 3I5 Q
date in the proposed lists = = = - - —1—
. o8 13 20 27 03 10 17 24 01 08 15 22 29 . 12 18 36 L
to create a graph. Click on . .
. . . 07 14 21 I8 04 11 1B IS 0z 08 16 I3 13 20 I7 a
a date in the historian to

I oi o 15 22 2% 0s 12 19 325 03 13 17 24 14 21 I8 L
select a specific start or : - - - .. =

end date. Click on
“Update” to update the
graph. Click “Full” to
select all available data.
Click “Month” to select
the data of the past

END DATE

< Update
Thu Jun 11 2828 B88:88:88

9 Full +8288

month. Click “Week” to 31 Month
select the data of the past 7 Week
7 days.
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“6Hz” High Pass Filter tab STATISTICS

Select the high pass cut £ LAB EI Units

off frequency to remove

the DC component and Highpass: | 6Hz -

the low frequency noise
in the RMS signal. See
section 3.6.5.3 for more
information.

3.6.5.3. Auto measurement and prefetch explained

Below is the explanation of the automatic vibration measurements and the correct use of ‘prefetch’ and
RMS.

NOTE: RMS threshold does not apply for manually recorded vibrations with the REC button.

Automatic vibration measurements must be enabled, as shown above in section 3.5. The prefetch
settings can be found and edited on 3 different places as shown in Figure 1 to Figure 3.

Note that the HPF value of 6Hz might not be the best setting. The choice of HPF value will be discussed
below. Also, threshold=none is not recommended as explained below.

Vibration Download

O Prefetch: n=32 »| =+ Highpass: |6Hz &
Download : — T|“|'e!;ﬂcld . | none =
Queuve Interval: | 12:00 [hh:mm] (@)

Figure 1: auto measurement setup and prefetch settings in vibration pane

STATISTICS

L LAB EI Units JE6Hz

Highpass : | 6Hz =

Figure 2: prefetch settings in statistics lab pane

Highpass : | éHz - 1/f detrend :

Figure 3: prefetch settings in vibration lab
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These settings should be understood as follows:

1. The queue interval is 12 hours, so each 12 hours a new measurement is started.

2. After a measurement is completed by the sensor, 32 ‘prefetch’ samples (set in the vibration pane)
are downloaded from the sensor.

3. The RMS value is calculated on these 32 samples (the “prefetch”).

4. If the RMS value is larger than the threshold, the full vibration data is downloaded from the sensor.
If not, all axes are suspended.

5. The threshold is Og (none), so besides the 32 prefetch samples the full 1024 sample data is always
downloaded in this case.

A very important parameter is the RMS high pass filter. This filter removes the DC offset (gravity) and the
low frequency noise from the RMS signal (see Figure 4).

The RMS value is the power in all frequency bins above the HPF cut-off frequency. The images below
(Figure 4 and Figure 5) are taken with no vibrations, just gravity and the sensor noise floor are seen.

However, with very few samples, such as in the case of a prefetch value of 128 samples, part of the DC
offset and low frequency noise (plus the startup transient of the compression algorithm) may leak into
higher frequency bins, due to the coarse resolution of the DFT. This can be seen below in Figure 5, for
128 prefetch samples. It can be seen here that an HPF value of 3 Hz is too low for a correct RMS value. In
this case a better choice would be 6Hz or even higher.

Remark: The HPF cut-off frequency setting can be changed at any time to improve the interpretation and

analysis of the DFT graphs (DFT graphs are always recalculated after each setting change). The HPF
setting however has no influence on the data stored on the iQunet Server.

ACC/FREQ B Sheets # Hide
Ved, Jun 21, 201 3 TORS S I e — J“I

-]

RMS Velocity [mm/s]
Ee

@ 20 40 60

Frequency [Hz]

o

Figure 4: choosing the best setting for the high pass filter
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0
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Figure 5: choosing the best setting for the high pass filter

iQunet recommends using the settings in the following table, based on the selected number of prefetch

samples.
Table 1: recommended high pass filter settings
Number of prefetch samples HPF value
256 6Hz or higher
128 12Hz or higher
64 25Hz or higher
32 50Hz or higher

Finally, to conserve battery power, it is important to set the threshold value to something higher than Og
(none) to prevent full downloads when the DUT is not active. It prevents the complete download of the
1024 samples in the example above. The result is that the battery lifetime may be extended at least one
order of magnitude, since 10 times less data must be transmitted.

Clicking the
information icon will
show the flowchart of
the Auto Measurement
procedure. The values
in the flowchart
change dynamically
with the
vibration/prefetch
settings in the panes.

Vibration Download

Prefetch: n=32 = | =+ Highpass: |6Hz =
Download : 4= Threshold: |none -
Auto Measurements
Queue Interval - 12:00 [hh:mm] (.
Figure 6: vibration pane
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_|

[ RAW data '
to DPC—UA

.-’"

|
b

RMSte |
OPC-UA |

+_~

RMS ==
threshold?
N TH:0g

Y 3

4 Download

Suspend
a]l axes

Figure 7: How data is sent to OPC UA and unwanted measurements are suspended (e.g. if the DUT is inactive)

3.7. Content based graph settings

BOARD TEMPERATURE
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# Hide
= .|IIII.

B Sheets

Produced Wh Plotly

Graph buttons are
content based and show
up depending on the
selected graph. Pointing
to the icon will show the
explanation of the button.

11:00 12:00 13:00 14:00 15:00

Feb 2, 2018
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4. Export of data

4.1. Using OPC UA functionality

By connecting to the embedded OPC UA Server on the iQunet Server that is connected to the Base Station, you
can read the data gathered by the iQunet sensors. Data is stored for a longer period, but the oldest data will be
overwritten when the memory is full. It is strongly advised to install an OPC UA historian server to save the data
permanently. Please contact your network administrator for more information on how to access the data. By
connecting an OPC UA client to the running iQunet OPC UA Server, you can read the data as it is gathered by the
sensors. The graphs in the iQunet Dashboard are using the same OPC UA data from the same source. Figure 8 and
Figure 9 show the same temperature data on the iQunet Dashboard and in the OPC UA client.

BOARD TEMPERATURE B Sheets # Hide
22
20
)
q
18
16
May 19 May 22 May 25 May 28 Iay 31 Jun3
2020

Figure 8: OPC UA data (board temperature) viewed in the iQunet Dashboard
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Figure 9: OPC UA data (board temperature) viewed in an OPC UA client
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4.1.1. Setting up OPC UA client
For test purposes it is possible to set up an OPC UA client with free OPC UA client software.

1. Download the free OPC UA client software and install it from the following link: https://www.unified-
automation.com/products/development-tools/uaexpert.html.

2. Open the UA Expert software and add a new server by selecting “Add” in the Server tab. Double click on
“Double click to Add Server”.

D PP *=0 X428 B R/ w
Project & X Data Access View .Add Server

v [ Project = Server
3 Servers Configuration Name ]FreeOcha Python Server - None - None (uatcp-uasc-uabinary)|

v [ Documents
[3 Data Access View

Discovery Advanced

Endpoint Filter: | No Filter

1. Local
v % Local Network
¥ Microsoft Windows Network
¥ Microsoft Terminal Services
## Web Client Network
Vv ¥ Custom Discovery
% < Double click to Add Server... >

N . (AT AR anan

3. Edit the URL to e.g. opc.tcp:// 25.28.10.80:4840 (see also section 5.2) and click OK.

B enter URL L2

Enter the URL of @ computer with discovery service running:

opc.tep://25.28.10.80:4840 -

oK ] l Cancel

4. Select your added server in the list and click OK. If necessary, thrust the certificate of the iQunet Server.

[ B8 Ada server 5

Configuration Name  Server - None - None (uatcp-uasc-uabinary)

Discavery Advanced

2, opctepy//192.168.44.101:4840 -

2, opetep://25.71.193.92:4840
2, opcicpy//2541.150.108:4840
2, opcitepy//2568.244.77:4840
2, opcitep//25.33.812:4840

2. opctepy//25.65.47.134:4840
2, opcitcpy/192.168.42.1:4840
2. opctcpy//192.168.0.127:4840
2, opcitep://25.30.239.226:4840
9, opcitep//2528.10.80:4840

4 () Recently Used E
& FreeOpcUa Python Server - None - Non!
w4 FreeOpcUa Python FreeOpCuaPython Se-—

[l | »

Authentication Settings

@) Anonymous

__ Username

~ Password Store

Certificate

Private Key

Connect Automatically
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5. All connected iQunet sensors will appear in the object list.
6. Browse the attributes of the sensors by clicking on the tags.

Project & x | Data Access View

4 [ Project # Server Node Id
4 [ Servers
2y FreeOpcUa Python Servi

4 [1 Documents
[7 Data Access View

‘ 1 »
Address Space 8 X
3 [No Highlight -
[ Root

4 3 Objects Root

> % 68:90:43:13
> o 7b:93:96:ad
> o 82:29:7b:90
> o 96:66:9c:10
> o Server
> ¢ b2:19:2a:b5
> e c2:2c2f6e
> e c2:ae:08:78
> o e3al40:52
> o ea:5T:b2:00
> I3 Types
> 3 Views

4.2. Using Google Sheets Export functionality

BOARD TEMPERATURE

Sheets export succeD
14
12
U 10
8
6
11:00 12:00 13:00 14:00 15:00 16:00

Feb 2, 2018
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By clicking “Sheets”, a Google spreadsheet is created in the account you used to identify yourself at login.

= Google Spreadsheets Q  Zoeken

Een nieuwe spreadsheet starten SJABLOONGALERW

Takenlijst Jaarlijkse begroting

Vandaag Eigendom van iedereen ~ Laatst geopend door mij m 2 m

SERN-2fd7258d-Device ik 16:38

Go to Google Sheets, and you will see the file you created from this sensor by clicking the “Sheets” button. The
data is updated every time you click the “Sheets” button in the same graph. Exporting new data parameters
of the same sensor will create new tabs in the same file.

SERN-2fd7258d-Device | @gmaiicom ~
Bestand Bewerken Weergeven Invoegan Opmaak Gegevens Extra Add-ons Help  Laalsle bewerking was 8 minulen geleder Oprmerkingen
& o~ P oqoow - € % .0 00 123.  Aral 'w-BIé‘rié-E A x- . o E Y- Z ~
1S0 8601 Date
A B

1 |150 8601 Date | boardTemperats
2
3 2018-02-02 08:1: 536

2018-02-02 0821 5,36
5 2018-02-02 092 5,39
6 2018-02-02 09:41 5,62
7 2018-02-02 095 5,57
8 2018-02-02 095 56
9 20180202 10:1: 5,07
10 2018-02-02 10:2 525
1 20180202 10:3 523
12 2018-02-02 10:3 523
13 2018-02-02 105 531
14 2018-02-02 110 444
15 2018-02-02 1121 461
16 2018-02-02 112 461
17 2018-02-02 11:4 512

Open the file you created, and you can explore the data points or use plug-ins to analyze the data. Share the file
with others by clicking the right upper blue button. Shared files will also be updated with new data once created.
It is also possible to save the data in Microsoft Excel format.
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4.3. Using Data Explorer Export functionality

Open the “Data Explorer” functionality by clicking on the “Export” symbol on the left-hand side in the Dashboard.

A

Home

a5

Wired

-
\

W

o
(=]
VPN

Click on the “Export”

C.
symbol. / Export

Select a device and according attribute on the left.

Data Explorer last updated 15:86:19
& /dev/shm/ =i Preview Save As
1 BSelect a Device and Variable on the left.
BS- Mono Hydro Tsam:1esel 2 Download to disk by clicking "Save As...'
Pump -1pct active
time -Belgium
Select a device. L n box - 1P67 - —
— N server-Temp
oz T 0T e
ump - base- e
w /dev/shm/75-a2-1e-e2/
< lastseen —
Select a o P
variable/attribute. / e
< hardware
a batteryVoltage T5:a:1eie2
a bCE\C\T%V"‘\ZE\'R[U\E TSii1ete?
<@ deviceTag i
The data for this attribute will be loaded in the text box on the right in a csv format. Click on “Save As...” to
download the data as a .csv file. For large amounts of data, the data loading might take a few minutes.
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Data Explorer last updated

& /dev/shm/ = 51-ca-31-6e_boardTemperature.csv  148:8 ki8

1 2820-86-84T12:55:15.98200a+80:08, 29.852
2  2020-06-84T12:45:86.72302@+-00:22, 29.384
3 2029-06-84T12:29:45.997088+08:88,  19.352
4 2020-86-94T12:29:44.658090-80:08,  29.332
5 2029-06-94T712:13:23.919028+20:89,  29.485
6
7
8
9

Pump -Ipct active
s time -Belgium

2820-86-04T11:57:04.759008+00:02, 29.298
2820-86-04T11:48:58.459008+020:02, 29.234
2920-86-94T11:48:57.274008+20:03, 29.245
2020-06-04T11:32: 35, 397000+-00:08,  18.783

10 2020-86-04T11:16:19.533000-00:00,  23.794
11 2020-86-04T11:16:15.313006-00:00,  23.316
12 2020-86-04T19:50:55.515000+00:00,  25.794
13  2020-86-94T10:43:39.937020+22:82, 28.885
14 2020-86-94T10:28:22.569000+29:09, 28.888
15 2020-06-04T10:15:06.754000-00:00,  25.754
16 2020-86-04T10:04:56.274000+00:00,  23.751
17 2020-86-04T10:04:55.075000+00:00,  23.762
. 15 2020-26-04T09:43:34.241000+00:00,  28.369
12 2020-86-94T09:33:15.739030+02:080, 28.644

20  2020-86-04T89:16:54.359000+20:

21 2029-26-94T99:00:56.159090+029:09, 28.751

21 2020-86-04T05:47:39.133000+00:00,  28.358

33 2020-86-04T05:37:15.605000+00:00,  23.901

34 2020-26-04T95:34:31.560000+00:00,  25.794

25 2020-06-04To5:24:21.629000+00:100, 25,358

26 2020-06-04T08:24:20.429030+00:82, 28.889

27 2029-06-94T98:98:00.281000+00:

25 2020-06-04T07:51:40.757000-00:00,  28.345

@ /dev/shm/51-ca-31-6e/ 20 2020-86-94T67:51:39.570008-60:00,  28.345
30 2020-86-04T07:35:19.671006+00:00,  23.358
31 2020-86-04T07:23:15.494000+00:100,  28.369
32  2020-06-04T07:12:41.432030+00:080, 28.891
33  2029-86-94T95:57:23.306000+09:09, 28.987
arss — 34 2020-86-94T06:42:05.077000+20:09,  29.185
35 2020-06-04T06:26:46.272000+00:00,  29.127
36 2020-86-04T06:11:25.215000+00:00, 29,054

in box - IP67 -
server-Temp

=T

a lastseen S:carsliee

fare Sticaan6e 37 2020-86-94T05:56:00.365008+00:00, 29.168
33 2020-86-94T05:40:51.003008+00:82,  29.245
@ hardware R 33 2020-B6-B4TE5:24:46.498000+00:00,  29.277

42 2029-86-894T85:

41 2020-86-04T25:

@ sampleRate [E— 42 2020-86-84Ta4:
43 2020-86-84Ta4:
44 2020-86-84Ta%:
45  2020-86-04T04:
46 2020-06-94T04:
& formatRange o 47  2020-26-84T@3:
5 . 45 2020-86-84T33:

49 2020-86-84T83:

@ batteryVoltage t:cantice 53 2020-86-84T93:
51 2020-86-94T03:

e
54 2020-86-94T02:

@ queusEnabled —— 55 2020-86-84T22:
- 56 2020-86-84T62:

145.282000+20: 08, 29.287
:25.149020+02:83,  29.255
106.331806+02:83,  29.3@9
:05.643006+02:02,  29.389
145.497006+00:82,  29.328
127.66500a+22:02, 29.384
186.97300a+20: 08, 29.427
.972090+29:09, 29.491
146.773088+02: 29.448
:26.1918@6+02:83,  29.566
107.479000+02:82,  29.491
146.330008+00:82,  29.588
125.112892+22:83, 29.652
123.995000+20: 09, 29.641
102.153000+02:02,  29.641
:43.621806+02:83,  29.663
:42.445090+02:03,  29.684 4

@ numSamples Sicaitibe

4.4. Using APIs

4.4.1. General

GraphQLl is a query language for APIs and a server-side runtime for executing queries by using a type system
that is defined for the data. GraphQL is not tied to any specific database or storage engine and is instead
backed by the existing code and data. GraphQL is typically served over HTTP via a single endpoint which
expresses the full set of capabilities of this service. This contrasts with the REST APIs which expose a suite of
URLs each of which exposes a single resource. Many different programming languages support GraphQL. A
GraphQL spec was open sourced in 2015 and is now available in many environments and used by teams of all
sizes. Some introductions can be found on http://graphgl.org/.

Features:

e  Syntax highlighting

e Intelligent type ahead of fields, arguments, types, and more
e Real-time error highlighting and reporting

e  Automatic query completion

e Run and inspect query results
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4.4.2. Starting with APIs

Before starting, we strongly recommend reading the “learn” section on the GraphQL website:
http://graphgl.org/learn/.

All APIs can be reached via http://xxx.xxx.xxx.xxx:8000/graphgl where “xxx.xxx.xxx.xxx” refers to the current
iQunet Server IP address (see section 5.3). Please note that all documentation is included and can be found in
the Documentation Explorer on the right-hand side.

GraphiQL > Prettify | | History < Query GrapheneManager

The deviceManager provides queries related to
your current sensor network status and offers
acces to real-time and historical device data. A
query to the manager provides information on
the following topics:

devicelist

device

robotQueue

robotEnabled For detailed information on
querying individual sensor devices, please
click on the device field below.

The interval-based robotQueue controls the
schedule of automatic measurements. Fine
grained info and control over the measurement
intervals of each sensor device can be obtained
via the device field.

FIELDS

devicelist: [G

device(macld:
QUERY VARIABLES

null
robotQueue:

robotEnabled

Figure 10: The iQunet graphical interactive in-browser GraphQL IDE (Integrated Development Environment)

Remark: it is also possible to use a client library to access the GraphQL Server. A list of all available GraphQL
libraries can be found here: https://graphgl.github.io/code/.
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5. Connection to the iQunet Server

After connecting the iQunet Server to the 230V mains and if available to the network, there are several options to
connect to the server (see figure below):

1. Via WiFi hotspot (section 5.1). The IP address of the server is always 192.168.42.1. An active network
connection is optional.

2. Vialocal/direct access (LAN) where server and client server are on the same subnet (section 5.2).

Via WiFi /WLAN (section 5.3). An active wireless network connection is required.

4. Via WebRTC (connect.iqunet.com). This only works for the Dashboard GUI. An active network connection is
required. This procedure has already been described in section A.

5. Via Hamachi commercial VPN (section 5.4). An active Hamachi network is required.

w

Remark: section 5.5 describes which network connection (LAN, hotspot or WiFi) takes precedence in connecting
to the iQunet Server.

SAME

=N -
SUBNET 0 (1) via hotspot
- b
—_— (2) via LAN (wired) -
(3) via WiFi (WLAN) iQunet server
Client computer A 4
(on same subnet)
# Internal o
firewall &
/ e
&
"}6’
&
External &
| firewall &
.!g ~ (4) via WebRTC (GUI only)
l%ﬂ (5) via Hamachi VPN
]
Client computer
(behind firewall)
REMOTE
LOCATION

On all listening interfaces, the ports are fixed: 8000 for the Sensor Dashboard and GraphQL, 4840 for OPC UA,
9001 for the supervisor (pw: admin/admin) and port 22 for SSH.
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5.1. Hotspot

5.1.1. Connect to hotspot

A WiFi hotspot is automatically created once the iQunet Server is connected to the 230V mains (even without
connection to the network). A reboot of the server can be necessary if the hotspot does not become active
immediately.

Remark: if the “Auto Off” option of the hotspot is enabled; the hotspot will only become active if there is no
other active network connection available (wired or wireless). See section 5.1.2 for more info on the “Auto
Off” mode.

To use the hotspot’s WiFi network on your PC, select the hotspot in your network center (SERN-XXXXXXXXXXXX)
and click Connect. The hotspot’s password is the Sensor Proxy ID (also used for the connection to WebRTC in
section A). This ID is written on your iQunet Server (e.g. server-xxxxxxxx).

Currently connected to: +5

F== Network

No Internet access

Wireless Network Connection ~

qiﬂ!
F
Connect automatically
ol
P
il
ol -

Open Netwaork and Sharing Center

The IP address of the server is always 192.168.42.1. Once connected to the hotspot network, you can use this
IP address to make a direct access connection to the server by browsing to
http://192.168.42.1:8000/dashboard/app (see section 5.2 for more information). You can also use the
server’s IP address to set up an OPC UA client or to access the GraphQL APIs (see sections 4.1.1 and 4.4.2).

When the iQunet Server is connected to the network, you can also connect via WebRTC as explained in
section A.

5.1.2. Turn off hotspot
Connect to the iQunet Sensor Dashboard via WebRTC (see section A) or via direct access

(http://192.168.42.1:8000/dashboard/app). Open the “Wireless — 802.11” panel to see the hotspot settings
by clicking on the “WiFi” symbol at the left-hand side on the Dashboard.
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iQunet’

A

Hame

a5

Wired

Select the “WiFi”

symbol to see the w@ﬁ
1

hotspot settings.

[ 3
oo
VPR

Clock

In the “WIFI HOTSPOT” section you can find the state of the hotspot (active/offline) and the hotspot’s
network name (SERN-xxxxxxxxxxxx). Click on the hotspot’s name (SERN-xxxxxxxxxxxx) to see more details on
the hotspot network.

®©@ 0 00wk

last updated 15:27:42

iJunet:

Wireless - 882.11

@ WIRELESS STATUS PROFILE Sove

Network type - 802 Tli-wireless hyentiEfa rmumes

Access point : telenet-88329 Access point : SERN-dcaé3261afb0

© suto OFf ('.'

Interface - wlan0 Channel: 100

Interface : vap0

Channel: 100 (5.500 GHz)
Layer 2 - Security

Link rate = 200 Mb/s

Encryption
Link quality : 100%
Method : | WPA 1/2 (Preshared He. ~
IPva - 192168.0144
Preshared Key : | **##&&
@ SURVEY < Rescan

telenet-88329

telenet-88329

telenet-88329

telenet-88329

Layer 3 - IPv4 Address

iDL 2350 Auto (DHCP)

DL StaticlP: 192 . 168 . 42 . 1

Netmask - 255 . 255 . 255 0

08:86:87:EF 951 2
Gateway 192 . 168 . 42 . 1

08:86:67:6F:95:38

Layer 3 - DNS Configuration
Auto (DHCP)
DINS Server 8 . 8 . 8 8
DNS Server 8 8 4 4

DNS Server

@ WIFI HOTSPOT
4 SERN-dca63261afb0 Lot ] B

© 2020 iQunet bv Version 1.4.4 - build 17-5-2020 - shal b2fd5daa
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To turn off the hotspot, the user can activate the auto sleep mode of the hotspot by enabling “Auto Off” in
the hardware layer. Slide the slider to the right and click the Save button in the upper right corner. When
enabled, the hotspot will automatically turn off after maximum 10 minutes if another active wired or wireless
network connection is available. If the other network connection drops down, the hotspot will become active
again.

Important remark: the hotspot will not turn off when there is still someone connected to it.

Off On

\J
Hotspot will nevergo to Hotspot will go to sleep
sleep mode mode if:
another active network
connection is available
(wired or wireless)
- and, there is no
connection to the
hotspot

The other network settings shown below are not user adaptable.

PROFILE

Layer 1- Hardware

SERN-dcas3261afb0

Access point

Interface : uap0 Channel: 100

Layer 2 - Security
Encryption :
Method : | WPA1/2 (Preshared He. ~
Preshared Key ; | *Frdss

Layer 3 - IPv4 Address

Auto (DHCP) :
StaticIlP: 192 . 168 . 42 . 1
Metmask: 255 . 255 . 255 . O

Gateway : | 192 . 168 . 42 1

Layer 3 - DNS Configuration

Auto (DHCP) -
DMS Server : g . 8 .8 . 8
DMS Server : g8 . 8 . 4 . 4

DNS Server :
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5.2. Direct Access setup (local access/intranet)

Ethernet - 882.3

@ WIRED STATUS
A MNetwork type © 802 3-ethernet
Home
Interface - eth0
Wired
@
e
= (™ WIRED PROFILES
VPN
ired-default [ Active ]
@
Clack
&
Disk
1. Open the “Ethernet — 802.3” panel by clicking on the “Wired” symbol on the left side.
2. Copy the network IPv4 address of the running iQunet Server.
3. Copy the address into http://xxx.xxx.xxx.xxx:8000/dashboard/app and open it in your Chrome browser.
4. From a computer in the SAME network and subnetwork you will now have direct access to the iQunet
Server.
5. If the connection is established, “Direct Link” will appear next to the green circle instead of the server

name “server-xxxxxxxx”.

IJunet! @900 VE

Sensor Dashboard Direct Link last updated 15:40:07

CONNECTED DEVICES SENSOR STATUS
Pump -1pct active
time -Belgium Signal Strength: -81dBm  [4/5] |u

_ inbox-IP&7 - Sl:ca:3Liee MAC Address : 75:a2lee2

5.3. WIFI setup

Important remark 1: for software versions older than 1.2.6, a wired connection to the internet is needed, either
via a network in the neighborhood, or via a wired mobile MiFi connection before changing the settings of the
iQunet Server to WiFi. Once the iQunet Sensor Dashboard is reached on the iQunet Server, a WiFi connection can
be established and the wired connection can be disconnected.

From software version 1.2.6 on you can also use the hotspot functionality to establish a wireless connection. In
this case, a wired internet connection is not required.

Important remark 2: if you are using multiple simultaneous connections, the Ethernet interface will have
precedence over the WiFi interface. The Ethernet interface is the preferred connection. The WiFi interface can be
used if Ethernet is not available.
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USER MANUAL

Browse to the iQunet Sensor Dashboard via WebRTC (see section A) or via direct access to the hotspot
(http://192.168.42.1:8000/dashboard/app). For more information on the connection to the hotspot see section

5.1.1. Open the “Wireless — 802.11” settings by clicking on the “WiFi” symbol on the left side.

Select the “WiFi”
symbol to change the
settings.

o
=

[a]
=]
]
=

o
e
E

Rescan for wireless networks in the “SURVEY” section. Select the wireless network you want to connect with.

Enable the encryption.

iJunet:

Wireless - 802.11

® e o

ove

last updated 15:45:57

@ WIRELESS STATUS

Netwark type
Access point
Interface
Channel

Link rate

Link quality

Pv4
& SURVEY
telenet-88329
T telenet-88329
To telenet-88329

T telenet88329

PROFILE Save

Layer 1- Hardware

telenst-88329 auto connect: @)

802 Mi-wireless

telenet-38329 Access point

wlan0 APMAC - CBDI2AICA3S0 Lock to MAC
100(5.500 GHz) Interface : wlan0 Channel: 1
2aMb/s

wpa-psk-
100% Beacon: cemp+tkipwpal-psk- Signal : -22 dam

t
192168.0144 cemerEe
@
Encryption: @)

s

Method : |\WPA1/2 (Passphrase)  +

o Key: | ik

3 Layer 3- IPv4 Address

auto oHce): @)

)

Layer 3 - DNS Configuration

o oHer) - @)

@ WIFI HOTSPOT

' SERN-dcas3261afb0

© 2020 iQunet bv
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PROFILE

Layer 1- Hardware

Access point - telenet-8B329

M’ —ﬁ Enable Auto Connect.

AP MAC : CB:D12ANCAZSE0 Lock to MAC :
Interface : wlan0 Channel: 1
wpa-psk-
Enable Encryption and Beacon : comp+tkip,wpa2-psk- Signal : -22 dBm
ccmp+tkip

select the used
encryption method.
Fill in the password
key (and the identity)
of the network. Method - | WPA 1/2 (Passphrase) =

Layer 2 - Security

Ke}; - *Ekkdkkk

Layer 3 - IPv4 Address

auto (oricr) - @)

Now press the “Save” button on top of the pane.

Enable the “Auto Off” option of the hotspot in the “Wireless —802.11” control panel so the hotspot will be
disabled immediately when a WiFi connection is detected (see section 5.1.2 for more information on how to turn
off the hotspot).

If you are using a wired connection, disconnect the Ethernet cable.

Put the iQunet Server with the connected Base Station on the desired spot in reach of the selected WiFi network.
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5.4. Hamachi VPN

In the “Hamachi — VPN” section you can join an existing VPN network. Open the “Hamachi - VPN” panel by clicking
on the “VPN” symbol on the left side.

w

Home

L
Wired

Wik

Select the “VPN” —

symbol.
Q

Clock

Disk

Q]

Export

o
Al

To create a Hamachi VPN network, browse to https://secure.logmein.com/central/Central.aspx and create an
account or log in with your account credentials.

C' @ https://accounts.logme.in/login.aspx?clusterid=108&returnurl =https%3A%2F%2Fsecure.logmein.com%2Ffederated%2Floginsso.aspx8headerframe=https%3A%:2

LOg il‘l or sign up

LogMeln ID
= |
& | password

Forgot your password?

[ 1 trust this device. Keep me logged in.

Back DID YOU KNOW?
Your LogMeln ID gives you access

to these great LogMeln products:
Cubby, join.me, Central, Pro.

Log in to your Rescue account

Go to the Networks section and click “Create Networks” if this is the first network you create or “Add Network”
for the following networks.
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LogMe@ 2 My Personal Profile £ settings ~
Get Started Now with On-Demand VPN Connectivity
0 Computers
Deploy LogMeln Hamachi to remote computers and create secure, on-demand VPNs for connecting networks and devices, extending LAN like network connectivity to remote offices and users.
- Users
-
al Reports »
- L G -
oo . el
& My Networks L
L ® Y L
Deployment L
& Network Settings
e
53 Referafriend Deploy Hamachi { Create Networks )
= ————
Application Discovery Deploy Hamachi to devices you Set up virtual networks: mesh, Network your devices. Manage
want to connect. hub-and-spoke or gateway. them centrally.
0 Computers
C3] AddClient | s Add Network )
= Users
-
Client ID

sl Reports » Client

- ~ test_network  Hub-and-spoke « Free « 2/5 Clients « 2 online

& My Networks

Fill out the network name. Select “Hub-and-spoke” as the network type and click Continue.

Add Network (step 1)

Network type and name

Network name:
test_network

Network descriptien (optional):

Network type:
Mesh Hub-and-spoke Gateway
om -y
A _ (BEB
e L B
\ . . - .-
L El L ™)
oM o o

Hub-and-spoke Network
This network type provides more strict control over netwerk members in terms of who is connected to whom. Hubs (servers) are connected fo everyone else, spokes (workstations) are connected only to hubs, but not
to each other. Itis a typical choice for simple corporate use cases, where a workstation needs connection to servers only.
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Check the “Must be approved” option in the “Join Requests” section and click Continue.

Add Network (step 2)

Join Requests

Members can be added on the web only

MNetwork password

A password is required to join this network

Network password Clients requesting to join the network must enter the password. If you do not set a password, we recommend

setting the Join Request behavior to Must be approved or Members can be added on the web only
Confirm password

Subscription

® | Free (up to 5 members) - Never expires ¥

Buy Standard (up to 32 members per network) - €44 .00/year
Buy Premium (up to 256 members per network) - €179.00/year
Buy Multi-network (up to 256 members, any number of networks) - €269.00year

Coomini | care

Click Continue.

Add Network (step 3)

Network: test_network

pm pE Choose the computers that will act as hubs in this network.
. .
= B Read more

Hubs are typically the file servers or mail servers in your physical network. Select hubs from the list of clients attached to your account. Hubs can be added or removed at any time.

Select the hubs

No eligible members to list.

8 Continue to Add Client

i i i

Click Finish.
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Add Network (step 4)
Netwoerk: test_network

@ IE_E_I Select clients to join this network as spokes.
-

= Clients from other aceounts can also request to join this network from the client interface.
B & @ Read more

(] i =)

Select the spokes

No eligible members to list.

=i Continue to Add Client

Your VPN network is now created. You can find the ID by editing the network.

Edit Network

test_network r

Members | Join Requests  Settings Password  Subscription Delete

Settings saved.

D Name Type Description
2393-966-144 test_network Hub-and-spoke

Use the ID when joining this network from the Hamachi client.

No members to show or add to this network.

i i

Add the VPN network in the iQunet Sensor Dashboard by clicking the plus sign in the “Hamachi — VPN” panel.

iJunet:’

Hamachi - VPN

&% VPN STATUS
Network type © P28 VPN

Interface - hamQ

Service : (‘
Status : logged in

IPv4: 2514687127

2 PEER NETWORKS @ @

No networks found.
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Enter the network ID and click the Join button.

=% Join VPN Network

Enter Network ID:

393-966-144

Cancel

Go back to the Hamachi Logmein website and accept the iQunet Server as a client in the “Join Requests” section

of the created network.

Edit Network

test_network v

Members = Join Requests | Settings Password  Subscription  Delete

Accept Reject Client Name Client ID
SERN-b827ebf1b575 227-779-324
The iQunet Server will now appear in the Members section of the VPN network.
Edit Network
test_network v
Members  Join R t: Settings ion Delete
D Name Type Description
393-966-144 test_network Hub-and-spoke
Use the ID when joining this network from the Hamachi client.
View current members | Add/Remove members
Name Hub Spoke Client ID Tag Details
227779324 Edit

SERN-b827ebf1b575 [Guest]

I —

Reselect the “VPN” symbol on the left side in the iQunet Sensor Dashboard and the VPN network will appear in
the list of peer networks. Remark: the list of peer networks is not updated automatically since Hamachi doesn’t
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provide any sign or warning when changes have been applied. For this reason, you need to reopen the “Hamachi -
VPN” panel to update the list of peer networks.

#& VPN STATUS
MNetwork type - P2, VPN
Interface : ham0
Service : (:'
Status : logged in

IPv4 : 2514687127

=g PEER NETWORKS @

test_network_4 [2cT] as5-7eR-272

”

Set the SERN-xxxxxxxxxxxx to act as a hub on the Logmein web page by clicking on “Add/Remove members”.
Check the Hub box and press Save.

Edit Network

test_network

Members  Join Requests  Settings Password  Subscription  Delete

D Name Type Description
393-986-144 test_network Hub-and-spoke

Use the ID when joining this networlk from the Hamachi client.

View current members [(Add/Remove membel

Name Hub Spoke  ClientID Tag
¥ SERN-b827ebf1b575 [Guest] O 207-779-324

You now need to add your personal computer to this network. Download the Logmein Hamachi software from

www.vpn.net.
@Hamachi
e virtual private networks on-demand
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Open the software and click on the Network tab. Select “Join an existing network”.

I PO ST T

m PUEMIEIRY Beheren  Hulp

Een nieuw netwerk maken___
verbinden met een bestaand netwerk -

@ IRLOL - 25.25.1.70
© raspberrypi
© SERN-b827eb94e098
© SERN-B827EBDOCBFS
© SERN-BS27EBEADO3S
| @ SERN-BB27EBO54F2C
O SERN-b827eb054f2c
| @ SERN-b827eb6212b7
© SERN-b827eb6212b7
| @ SERN-b827eb6cf3ec
© SERN-b827eb6cflec

| @ SERN-b827eb94c098
© SERN-b827eb34e098
| @ SERN-B827EBBEDA4F
© SERN-BS27EBBEOA4F

Fill out the network ID and click Connect. Confirm that you want to ask for membership.

Verbinden met

Netwerk-ID: 393-966-144

Wachtwoord:
Leeqg laten indien onbekend.

Verbinden ] ’ Annuleren

Accept your PC as a client in the Join Requests section on the Logmein page and click Save.

Edit Network

test_network ~

Members | Join Requests | Settings Password  Subscription Delete

Accept Reject Client Name Client ID

® dgielen-FC 200-199-847
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Now both your PC and the iQunet Server should be in the list of network members. Make sure that the iQunet
Server is listed as a hub.

Edit Network

test_network v

Members | Join Requests  Settings Password Subscription  Delete

D Name Type Description
393-96B-144 test_network Hub-and-spoke

Use the ID when joining this network from the Hamachi client.

View current members | Add/Remove members

Name Hub Spoke Client ID Tag Details
dgielen-PC [Guest] . 200-199-847 Edit
SERN-b827ebf1b575 [Guest] . 227-779-324 Edit

You can find the IP address of this VPN network in the “Hamachi — VPN” control panel. You can now use this IP
address instead of the IP address listed at “Ethernet — 802.3"” to for example make a direct access connection or
connect with UA Expert.

&3 VPN STATUS
Metwork type - P2P VPN
Interface : ham0

Service ( )

Status : logged in

IPv4: 2514687127

o2 PEER NETWORKS I

test_network_4 [cT] 7772

Copy the IP address into http://xxx.xxx.xxx.xxx:8000/dashboard/app and open it in your browser. You will now get
a direct link to the iQunet Server.

(3 Dashboard - iQunet X 4+ ]
<« C @ Niet beveiligd | 25.146.87.127:8000/dashboard/app

Iunet:

Sensor Dashboard Direct Link

CONNECTED DEVICES SENSOR STATUS
Pump -1pct active
&5 e SignalStrength: -70 dBm  [5/5
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5.5. Preferred connections of the iQunet Server

The flowchart below shows which connection to the iQunet Server will take precedence if several connection
types are used simultaneously.

a) Ifthereis a cabled LAN connection available, the cabled LAN connection will take precedence. The WiFi
connection and the WiFi hotspot connection will not become active.

Remark: the WiFi connection can however co-exist next to the cabled LAN connection. The WiFi connection
will not become active but you can scan for wireless networks in the Sensor Dashboard, fill out the WiFi
connection details and turn on the “Auto connect” slider while connected via LAN (see section 5.3 for more
information on how to activate a WiFi connection). In the “Wireless — 802.11” pane you can see that the WiFi
connection has an IPv4 address, but this IP address cannot be used since the Server is working via the
preferred LAN connection.

b) If there is no LAN connection available (cable is unplugged), the WiFi connection is the preferred connection.
For the WiFi connection to become active, an active WiFi connection must be available and the “Auto
connect” slider in the “Wireless —802.11” pane needs to be set up to connect to one of the scanned WiFi
networks (see section 5.3 for more information on how to activate a WiFi connection). The hotspot
connection will not become active.

Remark: the LAN connection will show “unplugged” in the Sensor Dashboard in the “Ethernet - 802.3” pane
instead of the IPv4 address.

IHunet’

Ethernet - 882.3

© WIRED STATUS
Network type : B0Z2.3-ethernet

nterface . eth0

(™) WIRED PROFILES

c) Ifthereis no LAN or WiFi connection available and/or the WiFi autoconnect slider is turned off, the hotspot
will wait for 60 seconds for still another connection to pop up. If no other connection becomes active, the
hotspot (SERN-xxxxxxxxx) will become active and will appear in your list of available WiFi connections on your
PC/phone. You can connect to the hotspot as described in section 5.1.

Remark: we strongly advice to turn the hotspot’s “Auto Off” slider on (blue). When there is a LAN or WiFi
connection available, the hotspot will turn off and the Server will switch back to a LAN or WiFi connection.

iQunet | Broekstraat 82, B-9220 Hamme, Belgium | T +32 52 86 00 25 | info@iqunet.com page 50/57

Subject to reasonable modifications due to technical advances


mailto:info@iqunet.com

D1040-en-CUST

s ® DVDB-210111
I l I n e <iQunet 1.4.x Software User Manual-D1040-en-CUST-210111>
®

LAN connection
available?

v
Cabled LAN connection will prevail
WiFiconnection will not start
Hotspot connection will not start

WiFiconnection
available?

Yes Autoconnect No
sliderin Sensor
Dashboard on?
v v A J
WiFi connection will prevail Hotspot will wait 60 seconds for other connections
Hotspot connection will not start Hotspot will become active as SERN-Xxxxxx
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6. System clock

In the “System Clock” section you can set up your own Network Time Protocol (NTP) server to synchronize the
hardware clock with. Normally the default NTP server is used (0.debian.pool.ntp.org). The iQunet system considers
the drift and offset between the Real Time Clock (RTC) and the NTP clock so in most cases this default NTP server will
work fine.

If you need to use your own NTP server for example when the default NTP server is blocked by the firewall, you can
change the Primary NTP server.

Open the “System Clock” panel by clicking on the “Clock” symbol on the left-hand side in the iQunet Sensor
Dashboard. Edit the Primary NTP (to for example time.google.com) and press “Save”.

A

Home

s

Wired

Select the “Clock”
symbol.

@
WiF
o
GT)
VPN
Q
Clock
&
Disk
Q
Expo:

Al

ILlunet’ ® e 00VvVE

System Clock server- last updated 16:18:29

SYSTEM CLOCK SETTINGS

£ NETWORK TIME

Local Time © 2820-e6-24 15:10:31 Network Time Setup

NTP Server - 2.debian poolntp.org Primary NTP : §Q.debian.poolntporg _{
Synchronized : + Fallback NTP/1: | 1.debian.pool.ntp.org a 20 Poll
Fallback NTP/2:  2debianpoolntporg @ 20 Poll
T CMOS CLOCK
Fallback NTP/3: 3.debianpoolntporg @ 20 Poll

Local Time : 2828-@6-04 15:18:32

Device Model: DS3231 | Maxim T AT

DT Overlay - i2c-rtc RTC Device : DS3231] Maxim Reload
Kernel Module - rtc_ds1307 MTP to RTC : 2828-25-84714:18:31+02:08 5 Write
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7. Anomaly Monitor

Open the “Anomaly Monitor” panel by clicking on the “A.l.” symbol on the left-hand side in the iQunet Sensor
Dashboard.

Home

ol

Wired

i@

28

Select the “A.l.”
symbol. Export

When you subscribe for the iQunet Anomaly Monitoring Service, a model will be created based on your acquired data
set. All historical sensor data stored on your local iQunet Server will be automatically compressed and transferred
once to the iQunet Machine Learning Servers (located in the iQunet premises) to calculate a machine learning data
model. This model is then returned and saved on to your local iQunet Server for continuous local anomaly monitoring.
New measurements that differ too much from the calculated data model are detected as anomalies and can be
followed up and flagged (difference based on the Mean Squared Error).

SubGHz SubGHz SubGHz

N 72 N 7

Wireless Sensors Repeater

Base Station
(all types) (optional)

5VDC
iQunet Server
_ (sensor management
& lo(d! stowgel

Web Browser
(sensor dashboard & server settings) Ethernet

I 4 r} Firewall (customer)
-

<o |

iQunet:

iQunet
Machine Learning
ML Computer
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To start monitoring anomalies, select an existing sensor model in the “Model Summary” section. The model name is
composed of the sensor settings (for example TFL3_4096_3200_8_X).

ILunet” ®eo00VvVE
Anomaly Monitor last updated 15:52:32
MONITORED DEVICES NO MODEL SELECTED - [ED:A4:@F:5B]
_n box - IP67 - suesiee | Please select an inference model, indicated by the :2- symbol.
i SErver-Temp
water pump - pump R
oM house
water pump - pump -
oM house 2
water pump - e
base-frame

ODEL SUMMAR

- TFL3_4096_3200_8 X
- TFL3_4096_3200_8_Y

i+ TFL3_4096_3200_8_Z

© 2020 iQunet by ‘Version 1.4.6 - build 7-6-2020 - shal d6a23912
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Set an alarm level for
the median prediction
error.

Status of the last new measurement:
alarm (median error above alarm level)
or idle (median error below alarm level).

/A4:@F :5B]

rFoOVvVE

last updated 1@:28:19

VIBRATION LAB

water pump - pump
& house

water purnp - purmp
SN house 2

water pump -
base-frame
Open the model
details to see which  pay
and how many P - BASE-FRAME
parameters are used  [rois
for the model training. |,......
ModeLinfo;. details...
Train date: FRIMAY 15 2020 12:37:39 +0200
Trained on: 131 SAMPLES (10 DAYS)
Test set: 62 SAMPLES
Median loss: 00
Status: IDLE
Servifle: 1D = 4EBEATDDE284
Infi ice Rate: s [RUNS/SEC]
© 2020 iQunet by

N

Alarm Level: 15 ® Status: | W Idle

TION ANOMALY (TFL3_4096_3200_8_X)

HI 95% (May 22, 2020, 16:23, 2.732)
25 median
— L0 5%
3 raw
5
- 15
i
E
PEAK MAE 150-8681 DATE
| ] 1.65 | Tue Jun 89 2820 19:35:16 GNT+2200
1 1.19 | Tue Jun 9 ze2e es s GMT+0200
n 1.78 | Fri Jun 85 2028 12124140 GNT+8290
| 1.17 | Tue Jun 82 2820 15:43:52 GNT+8208
| 2.23 | Tue Jun 82 2828 15:4
1 1.29
| 1.8
[ | 1.75
1 1.20
1 1.18 | Tue May 26 2820 11:31:81 GNT+B200
1 1.23 y 24 2020 21:5: 14200
I 1.25 12y 24 2628 18:43:57 GNT+a208
| 2.81 7 @iT+8208
1 1.21 & GMT+8208
[ 2.73
1 1.21

Units: | mm/s hd Viewport :

ACC/TIME B Sheets 4 Hide
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1
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o
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Status of the anomaly
monitor: a new
measurement is being
processed if the status
is not idle.

List of the highest
prediction errors
(peaks): BLUE colored
items are raw
anomalies below
alarm level, RED
colored items are
above alarm level.

Clicking on 1 of these
items shows where
the anomaly is
situated in the graph
above and opens the
time series in the
vibration lab on the
right-hand side.
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TIME SERIES > Freg SPECTRUM
e < Time
» Bulk
<« None
Version 147

You can compare the
selected anomaly
related measurement
with measurements
coming before and
after this
measurement to
check for 3D-trends
by adding them to the
SPECTRUM box in the
vibration lab (see
figure below).
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8. System settings (as from version 1.4.15)

Open the “System Settings” panel by clicking on the “Config” symbol on the left-hand side in the iQunet Sensor
Dashboard.

Select the “Config”

symbol. |_/
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8.1. Lock DHCP Address Pool

Sensor Network: Lock DHCP Address Pool
f locked, roaming devices will be denied access for the first 5 DHCP
requasts.

If the slider is set to locked, roaming sensor devices will be denied access to this iQunet Server for the first 5
DHCP requests. The sensor will still be allowed access but with a delay of approximately 15 seconds. In this
way an accidental sensor reboot within the wireless sensor network of this Server will not be picked up.

After the 15 seconds delay the sensor will be accepted by the Server and listed as pending (blue color) in the

“Connected Devices” list. After 10 minutes the sensor will be rebooted so it can reconnect itself to its original
Base Station/Repeater and corresponding Server where it received a name previously. If it was the intention

to connect the sensor to this Server, you must (re)name the sensor (see section 2.1).

Remark: it is recommended to leave the switch in the unlocked status in normal operation.

Remark: a sensor will always look for a Base Station or Repeater within its wireless range. In this way sensors
cannot get “lost”. If a sensor in blue “pending” status is not able to connect to a second Base Station or
Repeater (with better connectivity and/or previously named there), it will remain connected to the Base
Station or Repeater with the best connectivity (see section 1.2.1).

8.2. Reduce MTU size

Reduce the MTU size on the hamO VPN interface. Lag4E
Improves latency on some networks with packet fragmentation.

Reducing the MTU (Maximum Transmission Unit) size can improve the latency on some networks with packet
fragmentation. The MTU size defines the largest packet size that can be transmitted as a single entity over
the network connection (without fragmentation). If an IP packet is larger than the MTU size of the
connection, the packet will be fragmented into smaller packets so that it fits within the network constraints.
The MTU is usually limited by the underlying network capabilities. If the MTU is larger than the network can
support, data will get lost.

A larger MTU value allows more data to be transferred at once and therefore reduces the overhead. On the
other hand, smaller packets (smaller MTU sizes) can be transferred faster and reduce the network delay.
Therefore, the MTU size should be adjusted to optimize both requirements for the specific network
connection.
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